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Search Query: Identify Supreme Court and High Court judgments after the 2017 privacy judgment recognizing the right to privacy as a
fundamental right, where courts discussed the admissibility of electronic evidence under Section 65B of the Indian Evidence Act in the
context of WhatsApp chats, call detail records, or digital surveillance, especially in criminal proceedings involving proportionality,
procedural safeguards, or unlawful state action. Also compare how courts balanced privacy rights against investigative powers, and
identify any conflicting judicial trends.
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The judgment establishes privacy as a fundamental right under Article 21, providing the constitutional bedrock for all subsequent
discussions on digital privacy and surveillance. It directly addresses the proportionality of state action in data collection (Aadhaar) and the
necessity of procedural safeguards, which is crucial for evaluating digital surveillance and electronic evidence in criminal proceedings.
While not directly on Section 65B, its principles of proportionality and privacy are foundational to balancing privacy against investigative
powers, especially in the context of WhatsApp chats, CDRs, or digital surveillance, as it sets the standard for legitimate state interference
with privacy.

Facts

The Supreme Court heard challenges against the Aadhaar Act, 2016, and the Aadhaar project, initiated by UIDAI in 2009. Petitioners
argued the project enabled pervasive surveillance, violated fundamental rights, and the Act was unconstitutional. The government
defended Aadhaar as crucial for targeted welfare delivery, preventing fraud, and promoting inclusion, citing its widespread enrollment
and benefits. The case involved extensive arguments on privacy, data protection, and the scope of state power.

Issues

Whether the Aadhaar project creates a surveillance state, violating fundamental rights to privacy and dignity ; constitutionality of specific
Aadhaar Act provisions (Sections 7, 8, 29, 33, 57) [P455-P473]; validity of the Act as a Money Bill ; proportionality of data collection and
use; impact on children's rights; and the legality of mandatory Aadhaar linkage for services.

Petitioners Arguments

Petitioners argued Aadhaar architecture facilitates a ‘cradle-to-grave' surveillance state, violating privacy and dignity . They contended
mandatory authentication under Section 7 is disproportionate and coercive, infringing Article 21 . They challenged the Act's passage as a
Money Bill, violating federalism and bicameralism . Petitioners also argued for data minimization, purpose limitation, and stricter
safeguards against misuse by private entities, citing lack of informed consent and proportionality.

Respondents Arguments

Respondents argued Aadhaar involves minimal, non-sensitive data, primarily for identification and authentication, serving a legitimate
state aim of targeted welfare delivery . They asserted robust security measures protect data, preventing profiling and surveillance . They
countered that Section 7 is regulatory, not coercive, and balances privacy with socio-economic rights under Article 21 . They also
defended the Act's passage as a Money Bill and argued for the necessity of Aadhaar for inclusion and preventing fraud.

Section Analysis



The Court analyzed Aadhaar Act provisions like Section 7 (mandatory authentication for benefits), Section 8 (authentication process),
Section 29 (information sharing restrictions), Section 33 (disclosure for national security/court orders), and Section 57 (use by private
entities). It examined the IT Act, 2000, and Sensitive Personal Data Rules, 2011, for data protection standards. The Court interpreted
'resident’ (Section 2(v)) and 'benefit' (Section 2(f)), scrutinizing the proportionality of data collection and retention periods.

Courts Reasoning

The Court applied the proportionality test (legitimate aim, suitability, necessity, balancing) to assess privacy infringements . It relied
heavily on the Puttaswamy judgment establishing privacy as a fundamental right under Article 21 . The Court balanced individual privacy
against the state's legitimate interest in welfare delivery and national security, scrutinizing legislative procedure and the Money Bill
status. It interpreted provisions to mitigate privacy concerns and ensure data protection.

Ratio Decidendi

Privacy is a fundamental right under Article 21, but not absolute; restrictions must meet proportionality tests . Section 57 was partially
struck down for allowing unrestricted private use; Section 33(2) was struck down for lack of judicial oversight; authentication records
retention was reduced . The Aadhaar Act was largely upheld as serving legitimate state aims, but with modifications to safeguard privacy
and ensure procedural fairness.

Summary

This landmark judgment by the Supreme Court of India upheld the Aadhaar Act, 2016, while striking down or reading down specific
provisions to protect fundamental rights, particularly privacy. The Court affirmed privacy as a fundamental right, balanced it against
legitimate state interests in welfare delivery and national security, and applied the proportionality test. Key sections concerning
mandatory authentication for certain benefits, data sharing, and national security disclosures were modified. The ruling clarified the scope
of 'limited government' and the importance of data protection in the digital age.
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