
AI Analysis
Search Query: Identify Supreme Court and High Court judgments after the 2017 privacy judgment recognizing the right to privacy as a
fundamental right, where courts discussed the admissibility of electronic evidence under Section 65B of the Indian Evidence Act in the
context of WhatsApp chats, call detail records, or digital surveillance, especially in criminal proceedings involving proportionality,
procedural safeguards, or unlawful state action. Also compare how courts balanced privacy rights against investigative powers, and
identify any conflicting judicial trends.

The core legal framework for the user's query revolves around the fundamental right to privacy, primarily established by Justice K.S.
Puttaswamy and Ors. vs. Union of India (UOI) and Ors. (MANU/SC/1054/2018) under Article 21 of the Constitution. This judgment
mandates that any state action infringing on privacy must satisfy the tests of legality, legitimate aim, necessity, and proportionality. The
admissibility of electronic evidence, such as WhatsApp chats and Call Detail Records (CDRs), in criminal proceedings is governed by
Sections 65A and 65B of the Indian Evidence Act, 1872. The Supreme Court, in Arjun Panditrao Khotkar vs. Kailash Kushanrao
Gorantyal and Ors. (MANU/SC/0521/2020), definitively clarified that the certificate under Section 65B(4) is mandatory for secondary
electronic evidence, overruling previous conflicting interpretations. This strict interpretation ensures authenticity and reliability, acting as
a crucial procedural safeguard.

The most relevant cases directly apply the principles of Section 65B to criminal proceedings involving digital evidence. Arjun Panditrao
Khotkar vs. Kailash Kushanrao Gorantyal and Ors. (MANU/SC/0521/2020) and Mohd. Arif vs. State (NCT of Delhi)
(MANU/SC/1424/2022) are direct precedents, emphasizing that electronic evidence like CDRs are inadmissible without the Section 65B
certificate. This provides a strong argument strategy for the defense if the prosecution fails to produce the requisite certificate.
Conversely, the prosecution must ensure strict compliance with Section 65B to ensure admissibility. P. Gopalkrishnan vs. State of
Kerala and Ors. (MANU/SC/1652/2019) offers a legal remedy for the accused to obtain cloned copies of electronic evidence under
Section 207 CrPC, balancing this right with victim privacy.

Strengths for a user's position would be found in cases like Arjun Panditrao Khotkar vs. Kailash Kushanrao Gorantyal and Ors.
(MANU/SC/0521/2020) and Mohd. Arif vs. State (NCT of Delhi) (MANU/SC/1424/2022), which provide clear grounds to challenge
the admissibility of electronic evidence if Section 65B is not strictly followed. The principles from Justice K.S. Puttaswamy and Ors. vs.
Union of India (UOI) and Ors. (MANU/SC/1054/2018) can be used to argue against disproportionate or unlawful digital surveillance.
Risks include adverse precedents like Union of India (UOI) and Ors. vs. Ravindra V. Desai (MANU/SC/0404/2018), which suggests
that objections to the mode of proof must be raised at the trial stage, implying waiver if not timely raised. Immediate next steps should
involve meticulously examining the electronic evidence presented by the prosecution for Section 65B compliance and, if applicable, filing
applications for disclosure of such evidence under Section 207 CrPC, while being prepared to argue the proportionality of any digital
surveillance.
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